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1
Decision/action requested

A new onboarding solution addressing KI#2.
2
References

[1]
3GPP TR 33.857 Study on enhanced security support for Non-Public Networks
3
Rationale

This new solution addresses the KI#2 on the onboarding and provisioning of credentials.
4
Detailed proposal

It is proposed to include the following changes into TR 33.857:
Start of 1st Change

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	1
	2
	3
	4
	5

	Solution #1: Primary authentication between an SNPN and third-party AAA server using EAP
	X
	
	
	
	

	Solution #2: EAP authentication between UE and external AAA via AUSF
	X
	
	
	
	

	Solution #3: Primary authentication between an SNPN and third-party AAA server using EAP-TTLS
	X
	
	
	
	

	Solution #4: Authentication Framework Enhancements to support SNPN access
	X
	
	
	
	

	Solution #5: Network Access Authentication with Credentials owned by an AAA external to the SNPN
	X
	
	
	
	

	Solution #6: Network access authentication with credentials owned by an entity separate from the SNPN
	X
	
	
	
	

	Solution #7: EAP authentication between UE and external AAA with enhanced security of KAUSF
	X
	
	
	
	

	Solution #8: UE onboarding for SNPN with AAA-S as DCS
	
	
	
	X
	

	Solution #9: UE onboarding for SNPN with UDM as DCS
	
	
	
	X
	

	Solution #10: Secure initial access to an SNPN onboarding network
	
	
	
	X
	

	Solution #11: Securing initial access by using primary authentication
	
	
	
	X
	

	Solution #12: Authentication for UE Onboarding for SNPN
	
	
	
	X
	

	Solution #13: UE Onboarding for an SNPN from Onboarding SNPN with Secondary Authentication using EAP method with UE identity privacy
	
	
	
	X
	

	Solution #14: Initial access for UE Onboarding for an SNPN from Onboarding SNPN using primary and secondary authentication
	
	
	
	X
	

	Solution #15: Privacy protection of UE onboarding identifier
	
	
	
	X
	

	Solution #16: UE onboarding for SNPN with the interaction between PS and DCS
	
	X
	
	X
	

	Solution #17: Solution to Provisioning of PNI-NPN Credentials
	
	X
	
	
	

	Solution #18: Solution on service authorization for SNPNs
	
	
	
	
	X

	Solution #x: Solution for onboarding and provisioning
	
	X
	
	X
	


Start o 2nd Change

6.x
Solution #x: Solution for onboarding and provisioning

6.x.1
Introduction

This solution addresses Key Issue #2 “Provisioning of Credentials” and Key Issue #4 “Securing initial access for UE onboarding between UE and SNPN”. 

6.x.2
Solution details

The UE is identified by the DCS based on the onboarding SUCI, the DCS can deconceal the SUCI to a onboarding SUPI. The DCS can authenticate the UE based on the onboarding credentials and provision the MSK to the AUSF for setting up the security over the radio interface for AS and NAS per normal procedures. The  DCS and UE derive a provisioning key which is used to protect the profile from the Provisoning Server. 
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Figure 6.x.2: Network access authentication with credentials owned by an entity separate from the SNPN

1.
The UE sends a Registration Request with the Onboarding SUCI of the DCS as UE identity to the AMF. 

2.
The AMF detects based on the realm of the NAI that the Registration Request is not from a subscriber of the SNPN but for onboarding at a DCS. The AMF authorizes the request by verifying the realm of the NAI and whether the SNPN has an active agreement with this DCS. The AMF forwards the request to the AUSF which may be preconfigured for handling requests towards external DCS. 

3.
The AUSF may perform authorization of the registration request by verifying the realm of the NAI and whether the SNPN has an active agreement with this DCS. The AUSF identifies the DCS and takes the role of an AAA-Proxy, sending a related AAA message to the corresponding AAA-Server. The AUSF sends an Authentication Request with the onboarding SUCI to the DCS.

NOTE 1: 
In this solution the SBI-DIAMETER interworking functionality is collocated with the AUSF. 

4.
The DCS deconaceals the SUCI to a SUPI and verifies the authentication request based on the username. The DCS selects the subscriber profile based on the SUPI and performs an EAP based authentication with the UE, using the pre-shared onboarding credentials in the UE and in the DCS. 

5.
After successful authentication, the DCS sends the result of the authentication, the onboarding SUPI, MSK, validity time and address of the Provisiooning Server back in an authentication response to the AUSF.

6.
The AUSF verifies the response and derives the KAUSF from the MSK and the KSEAF according to TS 33.501. the UE is performing the same key derivation accordingly.

7.
The AUSF sends an authentication response to the AMF/SEAF including the authentication result from the DCS and the KSEAF, the onboarding SUPI, the validity time, i.e. time until the onboarding expires and the address of the Provisioning Server. 

8. The AMF performs NAS SMC with the UE. 

9. After a successful NAS SMC procedure, the AMF sends the Registraiton Accept including the address of the Provisioning Server. 

10.
The UE performs a normal PDU Session Establishment procedure to gain IP connectivity.

11. The UE and the DCS derive a Provisioning Key KPro from the MSK in the same way.
12. The DCS provides the provisioning information Onboarding SUPI and Provisioning Key KPro to the Provisioning Server. The selection fo the Provisioning Server may be performed based on the stored address in the DCS per onboarding SUPI. 
NOTE: the solution introduces a new interface between the DCS and the PS
13. The Provisioning Server selects the Profile based on the onboarding SUPI. 

14. The UE establishes and IPSec SA with the Provisioning Server by using the KPro. All messages are now confidentiality and integrity protected by the IPsec tunnel.

15. The Provisioning Server provisions the new profile to the UE via the IPSec tunnel. 

16. The Provisioning Server acknowledges the successful provisioning to the DCS.

17. The DCS deletes or deactivates the onboarding profile that relates to the onboarding SUPI. This prevents that if onboarding credentials are compromised, succeeding impersonation attacks from malicious UEs are prevented from being provisioned with the valid profile.

18. The UE deregisters from the Onboarding network and may also delete or deactivate the onboarding profile.

19: The UE select the NPN according to the provisioned profile and registers to the NPN according to the normal procedures in TS 23.501/TS 33.501. 

6.x.3
System impact

Editor’s Note: Each solution should clearly list which entities need new functionality and what functionality they need for the provided solution to work.
The solution introduces a new interface between the DCS and the PS.
6.x.3
Evaluation
TBD
End of Changes

UE
AMF/SEAF
UDM/UDR
AUSF
DCS
1. Registration Request (Onboarding SUCI)
2. Authentication Request (Onboarding SUCI)
3. Authentication Request (Onboarding SUCI)
4. Authentication between UE and AAA-Server
5. Authentication Response (MSK, Onboarding SUPI, validity time, Result, Provisioning Server Address)
6. Derive  KAUSF and KSEAF
7. Authentication Response (Onboarding SUPI, KSEAF, validity time, Result, Provisioning Server Address)
8. NAS SMC
6. Derive KAUSF and KSEAF

SNPN
4. Identify UE and select profile
Provisioning Server
10. PDU Session Establishment
9. Registration Accept 
(Provisioning Server Address)
11. Derive Provisioning Key KPro
11. Derive Provisioning Key KPro
12. Provisioning (Onboarding SUPI, Provisioning Key KPro)
13. Identify UE and select profile
14.IKE_AUTH (with AUTH), IPSec establishgment with KPro
15. Profile Provisioning
16. Provisioning Ack (Onboarding SUPI)
17. Delete Profile (Onboarding SUPI)
18. Deregister from Onboarding NPN
19. NPN selection based on provisioned profile, Registration to NPN



